CISTEC

Center for Information on Security Trade Control

Importance of Trade Management in Industry
and CISTEC s Roles and Activities

January 23rd, 2018 in Kuala Lumpur
H. Riko
Center for Information on Security Trade Control

© CISTEC. 2017.All Rights Reserved.



Contents

CISTEC

1. About CISTEC

2. Importance of Trade Management

3. CISTEC’ s Contribution

© CISTEC. 2017.All Rights Reserved.



1. About CISTEGC

‘Export Controls Consultant of the Year” from WorldECR in 2015

WorldECR Awards 2015

lennr\llp Debevolse 8
Plimpton LLP

Debevoise & Plimpton’s U.5.
sanctions team, based in its offices in
DC and New York, is home to 12

private equity, asset management,
energy and natral resources, and
g

In the past year, the team hag

engured that OFAC provides s with

subject to OFAC's sectoral sanctions
and advised on one of the highest
sancthons settlements with

enforcement investigations of 2014~

a8 a “primary money lanndering

Export Controls Consultant of the Year

Winner: Center for
Information on Securlty
Trade Controls (CISTEC).
CISI‘E.C = a Tokyo-based non-profit
ntal organizsthon

award by an expert in international
export contrals, who wrote: "Even
Ihmghcm'[‘misnnlaim-piuﬂl
eonsulting firm like the Big Foar, ete.
it serves as a consultancy for
Japanese industry and foreign
providers. They have
been active for almost 30 years, one
of the first “consoltancies” before
there even were any. They provide a
full suite of services for their cdients,
hunihnmdaadﬂﬂﬂnn, I.ureg:l.al.u-y

ana]y\d.&'l‘ll.eya]mhawbeen

3% WorldECR

n.ndbeﬂpracliﬂslhmughnulthe

achieve rational

export controls by providing the
research resulis and analysis to the
Eovernment;

- the har ! of
international export eontrol
and

technologies are regulated; interpretations on export controls;
- businesses with practical & provides on-line export control
assistance in setting up liance support and
- publishes an offickal bullatin,

programmes;

® offers training seminars and other
educational services plus a
certificate in export control;

* collects both domestic and
international information on goods
and technologies and analyses for
‘loregnavaﬂahﬂhy"

Mnhmlogymﬂm:eeksm

www.worldecr.com

/”

Cl

2015

WorldECR

WorldECR
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in Asia and beyond. It is the type of
consultancy for business that every
country would benefit from.

(http://www.cistec.or jp/english/)

Runner-Up: KPMG

In 2014, KPMG Trade & Customs and
KPMG Software Consulting were
engaged by an Illinois-based client
operating in the chemicals sector on
two key matters. The first was to
develop the sIT il

protein). Without that import permit,
our customer cannot import and our
export sits on a foreign dock and
perishes. KPMG facilitated our use of
new “product attributes” in SAP along
with GTS controls that identify to our
customer service that the customer
has certain functions to perform
before U.S. export shipment may
occur.”

The second issue was ‘to assess our
internal controls and policies related
to export from a Customs, BIS and
other

i 'n:mughn series of

as it relates to Tegally required” export
control mamgemgnl ((hnled pa.r!y
etc)

and also to ‘comme:
export aoctmh.e&'.hmgaﬂdng ‘due
to the importing destination

ns or requirements’. In

“Alegally requha‘l element for US.
export regarding pesticides by the
U.S. EPA is the product label must be

lated to an official L of
the destination country. For us the

Members of the CISTEC
management team

Back Row, standing: Mr. Jiro Niidome,
Senior Advisor; Mr. Nobuo Tanaka,
Member of the Board & General
Msanager, General Affairs and Planning
Department; Ms. Mikiko Novitaike,
Manager, Exporter Services
Depsartment

Front row, seated: Mr. Hisashi Riko,
Member of the Board & General
Msnager, Exporter Services
Department; Mr. Tsutomu Oshida,
Executive Mansging Director;

Mr. Osamu Fujimoto, Member of the
Board & General Manager, Research
Department

Highly commended

David Hayes: David Hayes is
regarded as being among the leading
export controls advisors in the UK. He
advises all controlled industries,
military exporters as well as clients in
every category of the dual-use list
globally — including in Australia,
Canada, EU, Norway, Middle East,
US. (davidh YA
ECTI: 'l‘hglixponComplhnm
Training Institute ‘provides some of
the most crisp and useful guidance on
trade compliance I've ever seen. Their

poudesnndreootds,KPMGwaable
to provide an assessment with

dati for
thn!wub-sedmnlhemhxtory
requirement as well as a “best

mdhnlsummeduphh
ith the

tisfacti,

s ability to boil complex
requirements down to their most

and then provide practical strategies
for addressing those requirements, is
second to none. Their free newsletter
is a treasure trove and they could

easily charge money for the valuable
tips and tricks they share at no
cost."(d 1

com)

saying, KPMG ‘delivered export
control value both at the

practical /transactional control level as
well as at the export control discipline
level with procedure and policy

dusl KPMG 103

Export Solutions Inec: In a busy
year for this eight-person consultant
based in the U.S,, instructions
included advising a global aviation
company which ‘needed to reduce
twerhead costs without compromising

products. Many destination countries
require import permits if the product
contains animal derivative (ex: milk

40 WorldECR

© CISTEC. 2017.All Rights Reserved.

The
lved were Wesley J. Bexgemn.

diance efforts. Through an

Manager, Trade & Customs
and Rada R Gaynullina, Senior
Consultant, Global Trade Practice.
(www kpmg com/us/en/services /tax/
trade-and-customs)

enenﬂve gap analysis, best-practice
action, and

we were able to reduce costs
by an estimated 57% per year, while at
the same time, re-focused their
compliance resources to the most
high-risk / high-need areas.’
(exportsolutionsinc.com)

www.worldecr.com



1. About CISTEG

» Founded in April 1989

» non-—profit, non—governmental organization dedicated
to security export control issues comprehensively

» CISTEC, functioning as a linkage channel connecting
government, industry and academia, shall
-help to create effective and rational system of
strategic export controls in Japan and
-thus contribute to the promotion of world peace

and security.

© CISTEC. 2017.All Rights Reserved. 3



1. About CISTEC
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1. About CISTEC

(14

How ” is functioned:

» For the Government, e
~Provide /-
Sound ind In advance
—Explain vi f indust demi
xplain vi N uwiy emia

—Propose such opinion to METI

— of exchanging opinion with METI officers
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1. About CISTEC (Linkage Channel Model)

CISTEC

. e—
Academia «—

Government

Explan.ation, Understanding,

Practical Amendment of Policy,

Request Respecting Industry Standard
Agreed Output

Advice| M ____________ v e M d| .......
_____ Industry Standard ___ | Iépe
Pmduct ......................
Agreed ! CIaSS|f|cat|on
o Gwdance ...............

Exchange of Information and Opinions | —————— . ™

—

Industry

Company | C

B

Company
A

.............. Company
D E. - L7 J
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1. About CISTEC (Proportion by Sector)

Q)

4 "’
"

Industry ; 458
University members : 40  (as of December, 2017)

O Electric Appliances B Machinery O Wholesale Trade
O Information & Communication B Precision Instruments O Others

NOTE : The Sectors are as Specified by the Securities Identification Code Committee (SICC), and
the Sectors in “Others” include Transportation Equipment, Chemicals, Services, Glass & Ceramics etc.

© CISTEC. 2017.All Rights Reserved.
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2. Importance of Trade Management

(1) Main background \

» Eminent threat on global basis
North Korea, ISIS(LOCAL ACT)etc.

> Concerned end—use of dual use item
Missile of North Korea , Uranium Enrichment etc.

» Guarding against unauthorized diversion

¥

[Prevent Malaysia (as a transshipment hub) }

from being used as a conduit for proliferation

© CISTEC. 2017.All Rights Reserved. 8
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2. Importance of Trade Management

(2)Export Control vs. Industry/Academia
> UN Resolution 1540 is mandatory for member country

to cqmply W|th

éT Basic duty for industry/academia ]

> Resolutlon 1540 also says “should not hamper mternatlonal

cooperatlon In materlal equmeh"@%nd technology

f ;' p/eacelful pu?n,ses : - T

i i .// I 3 e NSNS

'Iu““ s - —
oy M5y

Secure continued access to high technology

i e T TN
il - —-
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2. Importance of Trade Management

> lllegal export of sensitive goods and technology
transfer, may expose Industry/Academia to serious
crisis by significantly destabilizing world peace.

» Introduction of effective export control system is a
key parameter to protect Industry/Academia and
ultimately maintain its high reputation.

© CISTEC. 2017.All Rights Reserved.
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2. Importance of Trade Management

(3) Advantage to introduce export control system

Export control is not only a responsibility but can
be a benefit for Industry/Academia and Country.

For Industry/Academia Level

» Unexpected cost is to be prevented by mitigating risk
of legal violation.

» Enjoy good reputation as a trustworthy entity who has

effective operation procedures. :
» Contributing to higher efficiency/achievement

© CISTEC. 2017.All Rights Reserved. 11
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2. Importance of Trade Management

For Country Level

» QGood reputation as a responsible country with
effective export control, earns trust from trade

partner countries.

- [key factor for investment decision]

» Facilitates the issuance of export license approval
to the country.

‘ [provide assurance to exporting government]

© CISTEC. 2017.All Rights Reserved. 12



2. Importance of Trade Management
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» Meanwhile the government should take measures

such as:

To enact laws and regulation that are easily
interpreted so as to lead to effective

\execution and enforcement

N

© CISTEC. 2017.All Rights Reserved.
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2. Importance of Trade Management

It is necessary to provide added support to Academia.

In the area of basic academic research ,
the eventual goods are yet to be identified and
there are opportunities for technology transfers.

Specifically, Academia may badly need government

support in the area of:

|:> ‘Guidance on control of Sensitive Technology A
|:> Product Classification

:> Export Control Organization/ICP
\ 4

© CISTEC. 2017.All Rights Reserved. 14
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2. Importance of Trade Management

» Ultimately contributing to world peace and stability:

—Effective penetration of export control in each
country

—Prevention of
Sensitive goods/technology from being obtained

by dangerous actors,
thus Proliferation of terrorist/WMD etc.

© CISTEC. 2017.All Rights Reserved. 15



3. CISTEC’ s contribution

Voluntary effort by Industry/Academia in the following

areas, are supported by CISTEC.
» Initiation and leadership by head of organization
— Presentation of clear policy in export control

— Firm commitment of management

» Establishment of decision making and internal
approval process in form of ICP

> Education

© CISTEC. 2017.All Rights Reserved. 16



O
¢
q
L L]
Q)

3. CISTEC’ s contribution

CISTEC’ s major activity summarized as follows:

(1) Holding “Export Control Research Committees”

(2) Interface with the Government and Industry&Academia

(3) Services for Industries etc.

(4) International Cooperation

(5) University Membership Program

(6) Pooling Export Control Experts

© CISTEC. 2017.All Rights Reserved. 17
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3. CISTEC’ s contribution

(1)Holding “Export control Research committees”

Committee Members
from Industries

, & W Published by CISTEC

« Discussions on the Topics MET\I
« Expert Advices
* Research & Analysis

© CISTEC. 2017.All Rights Reserved. 18



3. CISTEC s contribution
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Export Control Research Committee

Export Control Research Committee |

Executive Committee

—— Policy, Rules, and Procedures Board

-Export Control Policy Committee
-Export Control Systems Committee
-Foreign Regulations Study Committee

—— Goods and Materials Board

-Committee on Dual-use Equipment for Weapons of Mass-destruction
-Advanced Materials Committee

-Material Processing Committee
Electronics Committee
- Information Technologies Committee

-Sensors, Lasers, Navigations and Avionics Committee

© CISTEC. 2017.All Rights Reserved.
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3. CISTEC’ s contribution

Results of Committee Activities:

» Mutual understanding within Industry through various
information exchange and sharing best practices

» Mutual understanding between the Government /
Industry thru exchange of opinions and negotiations

which ultimately enables recommendation to the

Government

> Various Publications
© CISTEC. 2017.All Rights Reserved. 20




3. CISTEC’ s contribution

(2)Interface with the Government and Industry
& Academia
» With the Government

—Cross—industry liaison for collecting opinion,
forming consensus which is input to METI

—Enhancing the level of voluntary regulation
among industry/academia as per METI’ s aim
—Supporting exporter’ s understanding of the rules

and regulations by translating the complexity

© CISTEC. 2017.All Rights Reserved. 21



3.CISTEC s contribution

> With the Government (continued)

—Accumulating a high degree of professional

expertise , networking , and cooperating with
METI

—Supporting METI s various activity such as
outreach activities and prevailing effective
export control system among SME/Academia

© CISTEC. 2017.All Rights Reserved. 22
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3. CISTEC’ s contribution

> With Industry & Academia

—Ensuring the opportunity for exchange of

opinions and negotiations with export control

authorities such as public comment to METI,
US BIS etc

—Facilitating frank information exchange and
sharing the latest information/best practices

© CISTEC. 2017.All Rights Reserved. 23



3. CISTEC’ s contribution

> With Industry & Academia(continued)

—Presenting efficient tool to carry out voluntary
control such as consultation service, seminars,

guidance books and data service etc.

—Bridging export control personnel by pooling
suitable candidates

© CISTEC. 2017.All Rights Reserved. 24



3. CISTEC’ s contribution

(3)Services for Industries etc.

» Seminars & Trainings

> Certification Program (Examination)

» Online Information Service

» Publication

» Various Assistance Service
Product Classification
Consultation
Audit/Internal Control System

© CISTEC. 2017.All Rights Reserved.
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CisTEC

3. CISTEC’ s contribution(seminars & Trainings)

»| Holding Seminars (FY 2016/29 times)

- Basic Course (Procedures, License, Classification)
— Management Course
— Theme—Oriented Courses

(US Re—Export Controls, EU Export Controls, Export Controls

for Overseas Subsidiaries/Affiliates)
— Specific Sector Course (Machine tool, Electronics etc.)

» | Dispatching Instructors

- In—House Training
(FY 2016/85 times)

© CISTEC. 2017.All Rights Reserved. 26
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3. CISTEC, s contribution(Certification Program)

» STC—Associate : 28,621 holders

» STC—-Advanced : 1,024

» STC—-Semi—Legal Expert : 167
» STC-Legal Expert : 358 TS
» STC-Expert : 382 ;

(STC=Security Trade Control)

___________________________________________________________________________________________________

— The “ONLY” Certification of Knowledge and Skills on STC

— “Good Motivation” to Generate Passion and Purpose for
Qualification and Awareness both Inside and Outside of Company
(Substantial Advantage for promotion, when change of job, etc.)

© CISTEC. 2017.All Rights Reserved. 27
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3. CISTEC’ s contribution (online information service)
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> [ Database Service (Fee—Based)] s AT e
* Consolidated Parties List of Reference Information,
which is necessary for catch—all control check
= Parameter Sheet for Commodity Classification
= Japanese Export Control Law and Regulation
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3. CISTEC’ s contribution (Publication)

= T
" Major publicatio

\ =

e o \ %.—:‘
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|

Handbooks for Classification

© CISTEC. 2017.All Rights Reserved. 29



CisTEC

3. CISTEC’ s contribution (various Assistance Service)

> Product Classification

CISTEC started two types of Commodity/Technology
Classification Assistance Service since April 2012.

(1)General Service:
Verify the classification done by customer and issue the
“Verification Certificate”

(2)Full Support Service:

Start from basics how to conduct classification and
issue “Verification Certificate”

© CISTEC. 2017.All Rights Reserved. 30



CisTEC
3. CISTEC’ s contribution(various Assistance Service)

(€))

> Consultation

-Provide advice through

Categorized proportion of Consultation

Foreign

interVieW and/OI’ mall License regulations

applicatio

-Consultation about Voluntary 7e

(1)Classification
(2)Establishment of Voluntary—

regulations and ICP
(3)Internal Audit

© CISTEC. 2017.All Rights Reserved. 31



CisTEC

3. CISTEC’ s contribution (Various Assistance Service)

» Audit/Internal Control System

(1)CISTEC started Audit Assistance Service
since April 2015.

(2)Also started Assistance Service for Internal
Control System Building since October 2015.

/ Through interview and dialogue with client, CISTEC
finds and analyzes problems, and then provide advice

for best solutions. Demand for this service has seen

\_a sharp increase recently. "

© CISTEC. 2017.All Rights Reserved. 32



3. CISTEC’ s contribution

(4)International Cooperation

» Asian Export Control Seminar
Annually held in Tokyo since 1993(24times!)

» Assist METI s Industry Outreach Seminars in Asia

» Dialogue with foreign Governments, industrial
associations , research institutes , universities, etc.

> As a “CISTEC Committee’ s activity,

Sending “CISTEC Delegation” (main participants from
Industry)to U.S./EU(alternately)and Asialannually)

© CISTEC. 2017.All Rights Reserved. 33



* Asian Export Control Seminar(For reference)

*Venue: Tokyo
Host: CISTEC, METI, Ministry of Foreign AffairstMOFA)
*Frequency: Once a year, since 1993
24th Seminar was held in Feb. 2017
-Subjects: Latest export control related issues and
networking of participants
 Participants: 190 persons at 24 Seminar from:
—19 Asian countries/regions
—13 Supporting countries/regions (US,EU, France,
UK etc.)
- 4 Regimes (WA, NSG, AG, MTCR)
— Supporting Org. (UN 1540 Committee etc.)
[http://www.meti.go jp/english/press/2017,/0302_003.html]

© CISTEC. 2017.All Rights Reserved. 34



3. CISTEC’ s contribution

(5)University Membership Program

— Started from 2009, 40 University Members(as of October 2017)

— Free Service such as
Supply of various basic guidance

Attending basic seminars

Training (once a year)

Consultant service upto 15 times a year
— Community site for university on CISTEC HP
— And More-"-

© CISTEC. 2017.All Rights Reserved. 35



3. CISTEC’ s contribution

(6) Pooling Export Control Experts

Rich knowledge/experience is widely shared in

various fields.

» Experts who retired and wish to still work with their rich
knowledge/experience may register with CISTEC.
Meanwhile companies , universities and research institutes
looking for export controls experts, may inquire with CISTEC.

» In turn,CISTEC provides such recruitment information to all
registered experts and those who have interest in the
inquiry, may directly contact and negotiate with inquirer.

© CISTEC. 2017.All Rights Reserved. 36



<=

H.Riko (h-riko@cistec.or.jp)

4F, Shin-Toranomon Jitsugyo Kaikan, 1-21,
Toranomon 1-chome, Minato-ku, Tokyo,

105-0001 JAPAN
T. +81-3-3593-1148 F. +81-3-3593-1137
http://www.cistec.or.jp/english/index.html
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