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Security Export Control



é’i Overview of Tohoku University

Faculties/ Schools:

Undergraduate (10), Graduate (16),
Professional Graduate Schools (3),
Research Institutes (6)

Number of Students: About 18,000
(Undergraduate 11,000, Graduate 7,000)
International Students 1,700 (~10 %)

Number of Staff: About 6,400

(Teaching Staff 3,200,
Administrative/Technical Staff 3,200)
International Researchers 1,100 (~20 %)

Budget: about 1,700 million USD (2014)

Sendai city

Area: 785.85km?
Population: 1,065,019

By Shinkansen

1h 30min from Tokyo
Distances from Tokyo:350km




The third established national university in Japan
following Tokyo and Kyoto University

Three Spirits of Tohoku University

e Research First

“Best education based on the research ”

* Open Door

“Open-Door to the World”

* Practice-Oriented Research and
Education

“Combination between basic science and applied technology”

“Contribution to Society through innovative research”
3



fi’% Practice Oriented Research and Education

Inventions applications

Kotaro Honda
The “father of steel”

KS magnet steel (1916) Nd-Fe-B (1984)

_ _ World strongest magnet
Hidetsugu Yagi

Yagi-Uda Antenna (1929) Radar technology



Open Door Policy

X. Institute for Materials Research since 1916
International students ~50 % (Faculty member ~20%)

Faculty Graduate

Staff Students el

: South Korea 1 11 1 13 :
I Russia 2 2 I
' India 1 1 1
: Iran 1 1 2 |
1 Bangladesh 1 1 2 :
Center of Excellence | France ) _ L
i . I : :
on Materials Science 1 Indonesi ~80 % from Asia : |
- -4 I Malaysia 1 2
from basic science | Turkey : - !
to nuclear energy , Thailand 2 2 |
| _Mongolia _ _ _ _ _ _ _ _ i S
Germany 1 1
Czech Republic 1 1
Poland 1 1
Brazil 1 1
United Kingdom 1 1
Mexico 1 1
Nepal 1 1
Norway 1 1
Total 24 69 7 100 >




f{%j Internatlonal Students & Researchers

100 200 300 400 500 600 700 800

Asla 567 796

Middle & Near East 70-80 % from Asia

Africa

M International Researchers |

Oceania (Total:1,153)

M International Students
(Total;703)

North America

Central & South
America

Europe




Global Partners

University Level Agreement: 32 countries, 188 institutions
Department Level Agreement: 47 countries, 356 institutions (as of June 2014)
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Establishment of Security Export Control

Oreganization in Toholk niversity

2005.4, 2006.3 “Strengthening of Security Export Control
in Universities and Research Institutes ”[METI]
2006.3 “Strengthening of Security Export Control Systems

in Public Research Organizations ” [MEXT]
2008.1 “Guidance on Service Transactions about Sensitive Information”
[METI)

2009.7 “Suspicion of leakage of nuclear fuel processing technology |
into Iranian student in Tohoku university” [newspapers] i

/7 Promptly Established the Investigation Committee and |
reported the investigation results to METI & MEXT .

2009.11 Established the Security Export Control Office
2010.3 Launched the Internal Security Export Control Rules
[/ started the Internal Export Compliance Program

v 3



f{"% Internal Compliance Program for Security

e EXPO
International students
& researches

Faculty staff member
Administration staff

~
( v Application

v Follow-up

g Security A
Export Control
9 Office y

v Education & Training

\a

v’ Self-assessment & audit v* Security Export Control Committee 9

v" Technical check & review




Internal Compliance Program for Security

a ) /

a¥Ya ala ) a ala¥Va
I U \J \J \J \J A U \ \

Administrative provision (2010)

Provision Manual (English version)

Annual audit report

Annual activity report
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{»'33 Organization of Security Export Control

Japanese Governments | | Tohoku University

Most senior person responsible
(President)

Person with overall supervisory responsibility
(Director)

Application for l
. ; Security Export Control Committee
the Permission

Chair
Of EX p 0 rt et C (Person responsible for University-wide control) |
] " I

Committee members | |

Cnmmittee mamhers (fariiltw)

Approval for Visas, :
. . Office (Export Control Manager) = Other persons deemed
Immigration Check, etc.

necessary by the Committee

Heads of reievant departiments

Person responsible for control at the

Research Expenses departmental level
International students, Heads of subject majors

etc. Personresponsible for export control

mim

Applicant
' ' Facul ber, etc.
Custom Inspection, etc. (Faculty member, etc.)

Security Export Advisers




f;{%a Operation of Security Export Control

JINOKuU U Vis \/
4 Tohoku University )

Faculty members and Administration staffs :~ 6,400
Students : ~17,000

_ International students : about ~1,500

Security Export Control Office

(administrative staffs)
Export Control Manager : 1 Office staffs:2 (reqular & non-reqular

29 staffs concurrently in Departments

N i
Security Export Control Committee

Chair(Responsible for University control): 1 Faculty member (Physics)

Vice Chair : 2 Faculty members (Life-medical, Materials science)
Security Export Advisers : 44 Faculty members
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i ecurity Export Control in University

/ University

Export of Goods

Technology Transfer

v students and researchers
v supercomputer
v’ data transfer

Foreign Country

v’ lab equipment
v test samples
v repairs

v field work

V..

A

v' Seminars and workshops
v Research meetings

v Giving technical guidance
V..

Sending email
Taking away USB
memory

— .




¢ % Annual variation of handling numbers

TOHOKU

Goods Export

~ White countries

“ Non-white countries

-+ lran, UNSC Arms

Embargo countries,
End User List countries,
etc.

Require careful

handlings

Goods export ~ 0.2 %
(1 case / total 442 cases)

Teclhnology Transfer ~ 3%

(19 cases / total 605 cases)

2009 2010 2011 2012 551?_'(2014) academic year(April-March) 14




Administration Procedures for ITT

a nce, midterm and b ONtrol-
[ Application ]<:>(\/ Screening by Flowchart
v.' | self-check of importance
‘ ) ( . )
gf Export Control Sheet” v List control
8| » Technical review v" Catch-All control
lfl » End-Use & End-User <:> v Exceptional term
Verification (basic science, open-
_knowledge, small value,...) )

v' Confirmation of a change

(changing the research subjects,
upgrading the technology)

“Final Check Sheet” “: : v" Shipment control

,g
ﬁ > Actual technology transfer (bringing back the samples, data

> move-out place and equipment) 15
\ J




f{"*ﬁg Administration Procedures for Intang|ble

e 1CCTNOIORY
METI

i Security Export
Applicant Faculty Members Departments Control Office

Q :
e LI LR e \Eonsent __________________ >[ Consultation ]
g & Advice
c mmmmmmmm oo
i Flowchart | ¢ Technical Review
|
Entrance i Primary Secondary Approval
Examination Judgment Judgment
Y __1 week
“Declaration” T —
Final 1 month
"""""""" } Jjudgment
g Enrolled | Research Prejudging
ﬂ Student Guidance
o ‘ e
's Change of Research Theme Final judging
by Committee
& | Graduate 1 monfth
> 7 Follow-up &
< __________ .
Return Maintenance 16




{3’ First step arising transaction plans

. . ¥ [.Featu ] e [ I stem
o Z#ip  dlick! ¥ O.Toho i XS Fu t te Export Controls
o AR i i Procedures
F— ¥ . Flowchart
= b T = ] 8] ] [y m ran e rodiireas and Annrows l for Shimearromm tor llao
—Ji—alFa—=A . s 2
:;;‘Ei;” v.Refere % Accepting int’l students/researchers
o mEULS v 1.reatd » Export of goods
#Ref =it
o mww »  MTA agreement e
v 1 tened ¥ Overseas trip
= R 70— - . .
- ’ The purbose % Joint/commissioned research; NDA
o STEHEETL peace and s
o, research.” If | y
o 12 A research. " » Dual pos.tmg 4
o B BEIEE by implemen| 3 [nternational exchange agreement
z circumstanceg
o R eeER) environmend »  Supercomputer Use .
o wTa v rn

educational

Security Export Control Office website
http://lwww.rpip.tohoku.ac.jp/anzen/
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*.‘;‘-* Self-checking by Flowchart

“|Starthere. .. [l someone ...international student, |
— — o= researcher, guest instructor, etc. ...
Df?"!r?ﬁ’ff’o%w, " | == coming from overseas ...

acceptance status, etc., notify thepersonresponsible for export contro
In the past, was the person pending acceptance the object of applicd)IQtIy judgment procedures o ter t‘he changn:,

resulting in transaction approva? vas si

oo | | s -+ No further control procedure Fi’

concern (Notel), consult withthe Security Export Control Office.

Wil there be changesin the provided technology (including
procrams) as aresult of changesin acceptancestatus or affiliated g —
department of theperson pending acceptance? P e s o e o oin

l’ BYes
\ 4

nnnnnnnnnnnnnn

oo
ccccc

Isthe person pending acceptance avisitor (an international researcher not emplff BYes
view facilities or for information exchange, etc.) or short-term visiting trainee?
l No
BYes ( . AYes
Isthe person pending acceptance g uceptanceoa counterparty of
i counterparty of concern(Nate 1)?f > h(Note 1)~
Prepare and submit | BNo

Control Sheet

FEEE] CEEEI EEEE 100¢C oooo
ol _al a )
91-60560 e-nai - exportaburea. onoku. )| 7000
:::::: T EEFEEEFEEEEEEEE]
TEECETE Gooooo
ooooooo o oooooor
1000000000000 000000000000

<ln addition to thedepartment-level

[ Prepare and submit Export J

“Export Control Sheet”

0N




Export Control Sheet

Export Control Sheet is constructed in accordance

with Legal Framework

Decision-making Technologies
factors Service

WERST=1 Ml v Specification v' Specification

Procedure (Component, Shape, Size,| (Research Theme & Project,
= Weight Percent, Targeted Research Outcomes,
Characteristics, etc.) etc.)

End-Use & End- RSCIUAE]e: v" Personal interview

At v Letter of Assurance v’ Research objective
v Annual Report v’ Curriculum Vitae
v Declaration, etc.
Prior Confirmation RV reY={RVZIIILS v' Public knowledge

v’ Self-Use, Return Cargo, | v" Fundamental Research
etc. etc. 19




UNIVERSITY
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Enter only if the
counterparty is a
counterparty of concern
(Iran, North Korea,
UNSC Arms Embargo
country, or Foreign End

User List country, etc.)
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Examination & Judgment System

- - 3 - - -
- 14 - —_— _—

\/ C i

Level Primary Secondary Final

Judgment Judgment Judgment

High-risk: The head of a | Security Export Security Export

possible diversion for department Control Manager | Control Committee

development of WMD [7 Double check

gray-category: The head of a | Security Export

technical difficulty on department Control Manager -

judgment

Low-risk:requiring no | The head of a . .

permission clearly department

|. Technical review & examination ll. Examination by committee members

BT, e - |

-
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Validation in official procedures

UNIVERSITY

( (I 2642 10 A L5 « BLAF)

Recommendation letter

Application form for T R
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Education & Training

>Regu|ar Education & Training
v' Education for Faculty members
v Orientation for New Employees ,etc.
v Special Training for Key members in Export Operations
(Security Export advisers & staffs ,etc.)

» Enlighten activities

v' Handbook
v' Poster ,etc.

“small Tips”

Attention

25




"% Self—assessment, Audit & Reports

>Internal Audit Audit office in TU
f Security Export individual
Control Committee evaluation
 r————
Security Export

\ Control Office

Self-assessment

Departments

Faculty Members & Clerical staffs
»Annual Reports

v' excellent actions
v' inappropriate actions

Operation improvement

26



Follow-up _procedure

ala [ ] [ ] [ ] ars (] -~
A -_—
- - T ¥ &

At the end of the transaction period, ...

» Check 1: Research was conducted within the permission at
the acceptance time?
LJ: In case the research theme and provided technology
change, Re-verification is required.

» Check 2: Move-out place is an institution on the Foreign
End User List or not?

» Check 3: Laboratory samples, data and/or equipment are
brought back?

Final Check Sheet
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Recent Topics: Supercomputer users

Security Export
Control Office

User administration
based on Security Export Control

%

Applic for Accounts
& e
R ncy check list

Submission of a residency check list for supercomputer use

\

Foreign Applicant

Ihereb’y submut the following check list concerning use of the supercomputer m your facility. I declare that
an [ reae 1w veadl

i rrmemneeattoe T ohall Al #hia Toend o Ternhonon and T oo Tenda

ex. In IMR system, foreign users
is almost 30% 28,g




Globalization Is its nature in Academic activity

Security Export Control in Tohoku University Is
coming into operation with appropriate and
Intelligent manner for adapting current world




